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Federal Communications Commission
1919 M Street, N. W. - Room 222
Washington, D. C. 20554

In Re: CC Docket Nos. 92-115~4-46, & 93-116
Notice ofEx Parte Letter

Dear Ms. Salas:

Pursuant to Section 1.1206(b)(2) ofthe Commission's Rules and Regulations, ICSA, CellTek
and MTC Communications(petitions for reconsideration in the above-reference proceeding)
hereby give notice ofa written ex parte submission to Messrs. David Means and Julius Knapp
ofthe FCC.

This is a follow-up letter to a meeting held on March 6, 1998 with the staffofthe Office of
Engineering and Technology ofthe FCC Laboratory regarding the noncompliance ofa number
of cellular telephones.

Sincerely,

~'~\~
Michael G. Heavener
Vice-President
For CellTek and MTC Communications
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Independent Cellular Services Association
Box 2171, Gaithersburg, Maryland 20886; E-Mail ICSA@Bigfoot.Com; 301 523-5187

April 6, 1998

Mr. David L. Means
Acting Chief
FCC Laboratory
7435 Oakland Mills Road
Columbia, Maryland 21046

Dear David:

Thank you, Charles, and Frank for meeting with us on March 6, 1998 regarding our Ex Parte
presentation on the ESN rule in Section 22.919. We were pleased with your objectivity and
interest in our point ofview. We believe that we proved that several major manufacturers have
not met the key parts of22.919 and continue to produce phones that can be cloned in seconds.
This letter is a follow-up to our meeting.

In summary, we showed five(5) cellular phones marketed by four(4) firms that were type
accepted after January 1, 1995, each ofwhich was able to have its ESN modified and
continued to operate, in violation ofFeC Rule Section 22.919. Also this is apparently in
contradiction to representations made by the manufacturers in their type acceptance
applications. We changed the ESNs in 4 ofthe phones in seconds using a programmer that
was borrowed for the demonstration from one of the manufacturers ofthese devices.
Thereafter, it was returned. We did not have access to the equipment needed to demonstrate
the noncompliance ofthe Ericsson AF738 during our meeting. We sent it away to another
company and its ESN has now been changed and it too continues to work. The phone is
available for your inspection upon request. There are additional phones and manufacturers
which we believe we could add to the sample group that we showed you. We continue to
research makes of phones that do not meet the rules.

We have obtained the certification pages from Toshiba!Audiovox and Ericsson. As you know
two Motorola files have not yet been found. We are most interested in them since these two
phones are among the best selling units in the market. We ask that you please advise us ifyou
locate these tiles. If you don't, please request replacement copies from Motorola. ITS has a
standing order to copy these pages for us. At this time we are only seeking to view and copy
those portions ofthe tiles that contain certification ofcompliance with FCC Rule Section
22.919. We do not believe those portions ofthe files are subject to confidentiality, but if they
are please inform us. We can prepare and submit under separate cover a FOIA request for
these documents.



After our meeting we obtained a copy of the Cellular Telephone Industry Association's
(CTIA's) own certification standard. The guidelines to receive their "good housekeeping seal
of approval", which appears on various literature, is very similar to your rules. Manufacturers
pay CTIA to have their equipment evaluated. We have attached two pages from paragraph
3.3.2 which is titled "Security Requirements", which became effective April 15. 1992. CTIA
has no testing procedure for this critical requirement and apparently relies solely on the word
of the manufacturer. With all ofCTIA's so-called emphasis on ESN Security. which includes
about two dozen civil lawsuits against extension firms, we are shocked to find that they have
overlooked this critical process within their own certification process program. Apparently,
the desire to have low-oost phones really out weighs the need to eliminate fraud or they plan
to enter the extension market once they force the independents out ofbusiness.

The cellular industry clearly knows that the phones such as those made by Motorola, can be
easily cloned because they are the sponsors ofthe S. 493 and H.R. 2460, which outlaw in
many cases the programming device we showed you and your colleagues. Certainly, the
industry is aware of these programmers capable of quickly changing the ESN. They cited the
ads, found in Attachment 8 from our January 23, 1998 letter to Chairman Kennard, before the
House Judiciary Committee. We believe that it is very clear that the phones we showed you
violate Section 22.919 in the fonowing areas:

1. "The ESN must be isolated from fraudulent contact and tampering."

2. "The ESN must be factory set and must not be alterable, transferable, removable or
otherwise able to be manipulated."

3. "Any attempt to remove, tamper with, or change the ESN chip, its logic system, or
firmware originally programmed by the manufacturer must render the mobile transmitter
inoperative."

Taday's cellular phones can be cloned easily and quickly because the manufacturers use
multiple read/write memory. This enables a phone to be cloned not just once, but many times.
The original GE ear phone we showed you used a "write once" ESN memory chip. The data
was also encrypted such that the technology is well beyond the capability ofthe majority of
criminals to access or manipulate. We also explained that Nokia phones cannot readily have
the ESN changed and we believe their phones meet 22.919. Ifyau refer again to Attachment 8
you will note that DOH of 8 ads oWer any hardware or software to reprogram Nokia phones,
yet all have ads for Motorola, since they are so easy to clone. Also, these Nokia phones do not
have their data lines conveniently brought to an outside plug. We mention this not as an
endorsement of a particular brand, but rather as evidence that it is possible to make a virtually
tamper-proof cellular phone.

CTIA and some ofthe manufacturers have tried to put a spin on this problem by claiming that
the post-I995 cellular phones were compliant with Section 22.919 when introduced, but
cloners have gotten more sophisticated in figuring out ways to overcome the manufacturer's
ESN protection. The facts do not support this theory. Two ofthe phones we demonstrated



were susceptible to ESN modification using a programmer that existed prior to their type
acceptance dates. In other cases, the programming tools were available within months. While
we don't develop these tools, we suspect that the developers wait to see if the phone is
popular and sells well before they make a big investment in code development. Section 22.919
does not have any time period for ESN protection mentioned in the rule. Moreover, in most
cases the noncompliance bas less to do with the skills of the firm making the programming
device but with the design ofthe phone itself As stated "the ESN must be isolated" or "its
electrical connections must not be accessible". The models we showed you, for example, did
not comply with the requirement of Section 22.919 that "the ESN must be isolated" or "that its
electrical connections not be accessible" - either that, or we are witnessing a truly scientific
miracle: biomechanical growth!!!

We remind you that our primary goal is to provide a competitive alternative for cellular
extension phones, subject to reasonable safeguards to protect against fraud. The cellular
carriers have used Section 22.919 as a weapon, however, to block any such competition.
Section 22.919 was intended as an anti-fraud measure, but is clear that it bas had no impact on
true cellular cloning fraud. It is inequitable, and possibly illegal, for the Commission to
continue to allow this rule to be used to thwart competition with the carriers, while allowing
the carriers and manufacturers at the same time to ignore the rule. Accordingly, we
respectfully ask that the Commission withdraw type acceptance from those units that do not
comply with Section 22.919 ofthe Rules. Furthermore, it is apparent that the violations are so
serious that the phones that are in violation should be recalled. As claimed by CTIA in its
lawsuits against extension phone firms, phones that do not meet 22.919 are illegal
transmitters(this is a matter of record). The phones demonstrated to you do not meet 22.919.

Again thank you for meeting with Bob, Ron and myself.

Sincerely,

\V6~
M. G. Heavener
Vice-President
For MTC Communications & CellTek

cc Mr. Julius Knapp

Attachments



Representative List of Potentially Noncompliant Cell Phones

Manufacturer Model ESN FCCID Type Acc. Appl. Type Acc. Grant
Audiovox MVX - 460 8A4E6F48 CJ6DCE30248A Nov 1995 Jan 1996
Motorola StarTac E07F6D40 IHDT5VG1 Jul 1995 Dec 1995
Motorola DPC 650 D55B1380 IHDT5UV1 May 1996 May 1996
Radio Shack CT-500 D5C18B4F AA017-1071 Jun 1996 Aug 1996
Ericsson AF738 9D2FEOAA AXATR-358-A2 Aug 1996 Sep 1996

Notes:

1. The above is only a representative list of potentially noncompliant phones. We have identified others and believe there
are many more we have not yet identified.

2. The ESN has been modified in each of the above-listed units, except the Ericsson. The modification of these cell
phones was done solely for experimental and demonstration purposes. None of the listed units has a valid MIN
programmed into it, and none of the altered units has been or can be used to access the cellular service of a carrier.
These units are therefore not in violation of either Maryland law or FCC Rule Section 22.919, as discussed in note 3.

3. Article 27, Section 557D, of the Maryland Code prohibits the possession or use of a cloned wireless telephone. For
purposes of that prohibition: '''Clone' means to convert a wireless telephone with the Electronic Serial Number and the
Wireless Telephone Number obtained from a registered wireless telephone without the consent of the service provider. II

In preparing each of the above phones for demonstration purposes, an invalid MIN was used. Accordingly, since none
of these units has been reprogrammed with both the ESN and the MIN of a registered unit (and therefore can not access
the cellular service) none of these units is a clone within the meaning of Maryland law. The use of an invalid MIN also
avoids violation of FCC Rule Section 22.919 even ifit is assumed that one or more of the ESNs programmed into the
above phones is non-unique. Section 22.. 919(a) requires that n[e]ach mobile transmitter in s.ervice must have a unique
ESN. II 47 c.F.R. § 22.919(a) (emphasis added). The invalid MIN prevents the altered units from accessing the ceJlular
service of any carrier, and the phones thus are not lIin service II and are beyond the scope of22.919(a).
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Program Management Document - Mobile Station Certification Programs

2.) IS-55-A Dual-Mode TDMA Mobile Stations, "Recommended
Minimum Performance Standards of 800 MHz Dual-Mode Mobile
Stations"

3.) IS-90 Dual-Mode NAMPS Mobile Stations, "Recommended
Minimum Standards for 800-MHz Dual-Mode Narrowband Analog
Cellular Subscriber Units"

4.) Additionally, mobile stations must comply with the latest revision of
compatibility standards, currently IS-S4-B for Dual-Mode TDMA
units, EIA/TIA-S53 for AMPS units and IS-91 for Dual-Mode
NAMPS units.

3.3.1.2 Certification Test Plans

Detailed laboratory test procedures and technical requirements for certification are
contained in the following documents. Please see the appropriate test plan for a
detailed de'scription of each electrical parametric test performed.

I.) Test Plan for 800 MHz AMPS/TDMA Dual Mode Cellular Subscriber Stations
2.) Test Plan for 800 MHz AMPSINAMPS Dual Mode Cellular Subscriber Stations
3.) Test Plan for 800 MHz AMPS Analog Cellular Subscriber Stations

3.3.1.3 EMllEMC Requirements Waiver

In order to minimize certification costs to the manufacturer, CTIA will accept proof
of FCC type acceptance in lieu of performing the EMllEMC tests described in the test
plans. This proof will consist of a copy of the FCC Type Acceptance application and
proof that an FCC ID number has been assigned to the mobile station. Ifno such
proof is provided, CTIA must perform the EMllEMC testing at an additional cost
before granting certification. See appendix C for the cost of EMllEMC testing.

3.3.2 Security Requirements

The anti-fraud requirements, Section 3.3.2.1 generated for this Test Requirements
Document became effective April 15, 1992.

3.3.2.1 ESNlFirmware Requirements

3.3.2.1.1 The ESN shall be factory set and shall not be alterable, capable of
duplication or removable outside of a manufacturer owned facility.' Any
attempt to remove, tamper with, or change the ESN host component or

'The manufacturer shall be responsible for the security of its facilities.

1 CTIA Program Management Document Page 7 Issue 4.\: October 1996



......""....... AlIIn.

CTIA Program Management Document • Mobile Station Certification Programs

t

1

j

J

1
1
J

I
~

/

\
\

operating system as originally programmed by the manufacturer shall
render the mobile station inoperative.

3.3.2.1.2 Where a dedicated ESN device is utilized, it must be permanentl/
attached to the device that reads the ESN and the path to the device must
be secured. The device shall not be removable and its pins shall not be
accessible.

3.3.2.1.3 Where the ESN resides with other memory, the encoding technique shall
include multiplication or division by a polynomial, cyclic coding, or the
spreading of ESN bits over non-sequential memory locations.

3.3 .2.1.4 Unauthorized alteration of the unit's operating software shall render the
unit inoperable.

3.3.2.2 Authentication Requirement

Effective February 1, 1996 subscriber authentication in compliance with IS-91 and
IS- 54 will be a CTIA Certification requirement.

3.3.3 Safety Requirements

The safety of cellular phone users is of principal concern to wireless service providers.
The following requirements must be met prior to certification.

3.3.3.1 Hands-Free Requirement

Any mobile station that is designed and marketed for use in an automobile
must be equipped with "hands-free" operation as standard equipment.
Any conversion apparatus that changes a mobile station from portable or
transportable to automotive use must include as standard equipment all
necessary items for "hands-free" operation.

2Pennanently is defined as potted, epoxied, or soldered.
3This text refers to analog units only. Language for digital units is currently being adopted by the labeling
committee and must be adhered to once in place.

Safety Documentation

The TIA Ad Hoc Labeling committee has prepared uniform language for
manufacturers that accurately provides customers information on the safe
use of their cellular phones. Effective February 1, 1996 manufacturers
must certify that all production units shipped will include the complete
TIA Health/Safety language, as adopted in the TIA Labeling Final Text,
dated April 24, 19953

. The certification shall consist of:

,

I
I
,
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3.3.3.2

ellA Program Management Document Page 8 Issue 4.1: October 1996



Attachment A

PUBLIC NOTICE
FEDERAL COMMUNICATIONS COMMISSION

Common Carrier Public Mobile Services Information
October 2, 1991

Report No. CL-92-3

CHANGING ELECTRONIC SERIAL NUMBERS ON CELLULAR PHONES IS A
VIOLATION OF THE COMMISSION'S RULES

It has come to the attention of the Mobile Services Division that individuals and companies may
be altering the Electronic Serial Number (ESN) on cellular phones. Paragraph 2.3.2 in OST
Bulletin No. 53 (Cellular System Mobile Station - Land Station Compatibility Specification,
July, 1983) states that U[a]ttempts to change the serial number circuitry should render the mobile
station inoperative. /I The 1981 edition of these compatibility specifications (which contains the
same wording) was included as Appendix D in CC Docket 79-318 and is incorporated into
Section 22.915 of the Commission's rules.

Phones with altered ESNs do not comply with the Commission's rules and any individual or
company operating such phones or performing such alterations is in violation of Section 22.915
of the Commission's rules and could be subject to appropriate enforcement action.

Questions concerning this Public Notice should be addressed to Steve Markendorff at 202-653­
5560 or Andrew Nachby at 202-632-6450.

- FCC-

- 4 -



FCC Rule Section 22.919
47 C.F.R. § 22.919

Electronic serial numbers. - The Electronic Serial Number (ESN) is a 32 bit binary number that
uniquely identifies a cellular mobile transmitter to any cellular system.

(a) Each mobile transmitter in service must have a unique ESN.

(b) The ESN host component must be permanently attached to a main circuit board of
the mobile transmitter and the integrity of the unit's operating software must not
be alterable. The ESN must be isolated from fraudulent contact atld tampering. If
the ESN host component does not contain other information, that component must
not be removable, and its electrical connections must not be accessible. If the
ESN host component contains other information, the ESN must be encoded using
one or more of the following techniques:

(1) Multiplication or division by a polynomial;

(2) Cyclic coding;

(3) The spreading ofESN bits over various non-sequential memory locations.

(c) The ESN must be factory set and must not be alterable, transferable, removable or
otherwise able to be manipulated. Cellular mobile equipment must be designed
such that any attempt to remove, tamper with, or change the ESN chip, its logic
system, or firmware originally programmed by the manufacturer will render the
mobile transmitter inoperative.
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11,000+ TECHNICAL REPAIRS for TVa,
VCRa, PROJEcnoN TVa, CAMCORDER."
AUDIO on disk. Installs on your hard driVe.
Easy look-up by model/mauls number. For
DEMO ver.lon ••nd '10 to: HIGHER
INTELLIGENCE SOFTWARE, 10 FARM­
INGTON LANE, MELVILLE, NY 11747. $10
.. refundable toward purchase of the reg"'ar
version of the TIP PROGRAM. 1-100-215­
5081/516-&43-7740.

THE REUABLE bulletin board.S8Mce, soft­ware for aH needs. call 718 area code USA:
987-1932,987·2913.987-1617,987-18eO.

CPJU SOFTWARE, also Amstrad PCW soft·
ware and hardware. 3·, 8·, and hard sectored
disks. Disk copying, 400 fonnats. send 52 for
cataJog, SASE for FREE flyer. Specify com­
puter. Elllam Associates, PO Box 2664,
Atascadero, CA 93422. 805-466-8440.

oouponllnexpensive, quality, IBM Shareware
and CD-ROMS. <ASP> vendor: MOM 'N'
POP'S SOFTWARE. PO Box 15003·N.
Springhill, FL 34609-0111.352-688-9108.

,18M SHAREWARE. Freecatalogi $1 disk,
35¢ specials; huge selection, 100% virus
free. PMA, Box 2424, Scottsdale, AZ 85252.
602-496-6547. Specify disk size.

I WANT It and I want It now. I want all of your
SIMM memory. IBM, Mac, new, used, even
defective. I want It all. Highest $ paid; Now
seiling memory•. We can beat any printed
price In Nuts & Volts. Cal 1·800-4-MEMORY

, now! VofceIFAX. .

. UNUXI UNUXI UNUXI If you aren't pur­
chasing your Unux p~uets from us, you are
paying too muchl We offer the malar distribu­
tions (yggdrasll, Slackware,Red Hat, etc) at
...t prlceal We also carry a full range of
books. Contact us at www.chMpbytH.com

. and use our secured web server. E·Mall:
salesOcheapbytes.com Fax: 209-367-8518.
Cheap*Bytes, PO Box 2714, Lodf, CA 95241.

MEURAL LAB with basic source code library
529.95. ·C· source code library $29.95.
Includes pattern recognition and ap.~h

recognition examples. We also have many
more At and robotics ltemsl zagros Softwn,
PO Box 460342, St. Louis. MO 63146-7342•

. . 314-768-1328.

http://www.hacUrscatalog.com TeIecode's'
"Hackers catalog· Is now online. Everything
the catalog contains and more. You ain't
surfed yeti
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AMAZING PROGRAM. You teach it linear
related subjects by example to, solve a wide
variety of word problems. No formulas or
equations required. Create text for word prob-

. !ems such as MILES TRAVELED at 85 MPH
and DESTINATION HRS. For the above
word problem you would then give the pro­
gram two Intuitive examples of miles' with

, 'related hours answers, like (65 miles Is equiv.
to 1 hour and 650 miles is equiv. 10 hours).
You can then enter newvaJues for miles to
.travel at 65 mph and the program win display
time,to destination answers. The program

, can also print a list of answers for a selected
range. 18amed subJects can be saved and

, recaUed. Build your own expert subject base.
PC, VGA, 3-112" 1.44MB drive. send $20.50
plus $4.50 S&H by check or money order to:

, INVOTEK Dept.: CONVERT-IT, 2910 East
, 16th St, Muncie, IN 47302. '

SHAREWARE CATALOG. Over 3,000 pro­
grams, free game on every catalog disk.
Great prices. bonuses, free disks. Data Mate, '
Box 2811, Ronkonkoma, NY 11n9.

.Opa t_.
, f-••.....,.

·...,to...
LCD DIqJIItf

. ·Podrd SIze

'~Bous

< v.... At

$1495

t ~.'

.. , . '~;

r' "

Jlng
"CopyCat, Black Box, Stanel-alGDe Prog......r"

You,have all heard ofthis amazing device, DOW you can
own one for yourself. Complete with,cableS, and easy

instructions. No kit to put together. Completely
90 "~, ..., Assembled & Pre-tested.
8476 '.' Ekctrollic Senice & S..ppUa
Q.108' '~',' 219-744-4788
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Black B.B. . $195
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DECEMBER 1 996

:f;li#'·'·

x~ -;; ~ 0< e~; " y J "f ~Jt:~ "{,, <t!~j ~

~'~~~~~4'-rr.,·~V'~l""'~" .

QA • MAIlU:il-IA • \...OI1\pt.lU:l.:NiVW.....vu.... ....'U~....J

CivIc Cenlet". nG-901~

B. • LITCHI'IELD • ArrnIleur TV Club Banquet.
Mston ....... ScClIl MiIk:k 217-532-3837
IN • EVAI'ISVIUE • WIrIt4!r Hamfest. VandertJurvh
Co. FIIIrgrounds. Neil 812-479-5741

ru . PEl'll'tSAOKEI'I • Computer Show. SouIh
Jcl'My Expo Center. KOP PnxIuctions 908-291-2526
OH • COLWUIOS • Computer Fair. VeIetmlS
Memorial. MaIk HansIlp 513-263-3318
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"The Most Advanced Universal Cell-Phone Programmer"
''The MAGIC-BOXTM - Does Most Makes & Models via the Phones Keypad (much bett~r than a Copy-Cat)"

The MAGIC-BOXTM is a small and powerful Standard unit Programs & Repairs (OOOOFFFF faults) all
Universal Cell-Phone Programmer. It only MOTOROLA models to 961C, (incl. EEl, 2 & 3).
requires the phone and a lead (supplied) , .. With the extra firmware upgrades it will also
to program the phone using the .. ... .. do all NEe, ERICSSON (incl. 96),
phone's own keypad. With the 1" MITSUBISHI, AUDIOVOX,
MAGIC-BOXTM attached the ESN is t STARTAK and much more!
simply entered on the phone's keypad .~ Prices start from only $999 for a
and then after a ~ew sec~nds the phone IS standard unit and two lead sets.
programmed! It IS supplIed to do the Motorola a ~ease enquire for prices on additional
models as standard, but can be upgraded (before ·8· ~ firmware upgrades and extra leads.
and after purchase) to become a complete Multi- ~q..
Programming toolfor almost all phones in use today. Nore: The real unir is a Call Us Now on....
"This is the only Cell-Phone Programmer you will ever need!" - plain box (ntJ 1II1111UIC.) 01144-188-333-0060

! .,. I ~ M~F.M. COMMUNICATIONS. 57 Addison Road, Caterham. CR3-5LU. UK. ~
..... "For Information Purposes Only" ~
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CARL'S ELECTRONICS. Everything you
ever wanted to know. but were afraid to ask.
Cable descrambling, electronic plans and
kits, and much more. Several informational
items now available online. Come check us
out at htlp:/Jwww.ultranet.comi-cariton or·
call 508-534-3228 for more inlormation (9am­
1pm Eastern).
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els $34 ea. Other test aids $20-$35 ea. lor
compatible boxes. CaB 216-428·6910.

CABLE OESCRAMBLER USING SIX
PARTS FROM RADIO SHACK FOR UNDER
$111 ANYONE CAN BUILD. NO SPECIAL
TOOLS OR ELECTRONIC KNOWLEDGE
NEEDED. INSTRUCTIONS GIVE TWO
METHODS. $10. VIP, 5850 W. 3RD STREET
SUITE 104, LOS ANGELES, CA 90036.

Reboot Electronics, Inc.
P.O. Box 1065

Maywood, NJ 07607
PhoneIFax 201-457-1980

Wri•• In 201 on R...., ..,vice Card.

WE UFFIR YOU ,.BE LOWES,.
PRIC BE DSA!!

.' 'CALL US AFTE·R YOUVE CALLED THE REST...
We sh.ip··same day wi~" next day delivery ~nYWhere in the world. Payment must be

,.>\~ collected funds,: Western UlJion or U.S. Postal Money Orders only.
.. '.\Afteauipment'is sold'solely" for -educatiC)na'·:~··or'merime·nta' pu'rposes.

aaaL as acem DCE Ealsel' C

W,It. In 130 on Relld« ..."tc. card.

• PIn M. lIMe Pllnel $2.50
13 PIn DIN tor Kenwood $2.75
I Pin DIN for Iconl _, $1.00
I Pin DIN tor KenWC004 $1.50

Prtc:es Do Nat IndIIde ShippIng

Orders UII7U....
Info 301JMO.I477
FAX 301IIa-H1O
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HP 204C OS,
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Hamilton Insll
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POOR IIAN'!
Receiver Kit ~

$78. Nowava
filters, trackin
frequency rase
IBM compalit
envelope for d
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STEREO Mle
dual magnifi
10X&30X on.
$495. On dual
7·45X zoom'
available. Sel
Redwood City

. 415-385-5845

WAVETEK 1i
Wavetek 157
$250; Wavetel
$250. ISA, PO
92607. 714-4E
Mail: sklar@cE

WANTED: L.
IIENT (Tektrc
test equipmel
Systems, 214·
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10Hz resolutic
TTG·29 $600
707·747·52n.

HP 8557A ir
350MHz spe
86608, HP 81
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resolution, sw
475 scope 2C
8640A (dial sc

. TEKTRONIX:
1433M $175,
manual $150
Surplus, 714·8

lar for used s·
from HP. Tektl
at Metric for in
3424.
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111'.""''''' ..,. ,., , _ , _ ...
also handle 478As and many others. Call or
fax for more information. Willamette RF, Inc.,
541·754·7226, FAX 541·753-4629.

C·TEI Cable· Turn OKI 900 or At&T
3730 into a cellular monitor ...$2

OKI 900 • Programmable phone, modified
& complete $800
Chip installation only $350
Chip only - $175

NEW, USED Hewlett Packard 10833A·D,
HP-IB cables from $10. Call Psltech Plus
707·745·4804. fax 707-747·5277.

. _~. ~'~" .l.... "' .,. •

IEC ESI Clip· Programs Modell's P700, P701,
P76D, P761 •. ':fO..' ••••••••.•..•••.•.$800

GE, Ericsson ESI clip· Programs Model "s G.E.
CT700,CT550,CT7~0,CT800

"Ericsson. Modell's AH210 AH220, AH235,
AH237, AH238, AH300, AH310, AH320 ..$500

I

~IT FOR PURCHASlIIG 0' CEllULAR PROGRAMMING SOFTWARE AID EQUIPMEIT
Purchaser agrees not to use said software and equipment for any illegal purposes. This includes line fraud, computer fraud, cellular service fraud,
and any other fraudUlent acts according to all federal and local laws. including rules of the FCC title #18. section 1029, and all Florida statutes. All
software and eQuipment is sold only to qualified buyers. All software is sold for educational purposes ONLY!!l

. '''.THE 951 CIOPY KAr' •Program any Motorola phone - the
Flip, the Micro-tac, the Ultra-lite, the Elite, the 951 C, or any
installed or bag phone. Complete with all 4 cables, instruc-

~~~\::h:~;;'" ' lions, is battery operated lor ease 01 use $1695

~p'~~'~I.a. ~~~"~,Bag System· Programs up to Mltsublshl, Dlamond·Tel Software· Program
~~4 '.Version~ Includes flip cable, computer cable Mitsubishi handheld Modell's 3500, 4000, 4500
and transfer box; $650 & newest 5000. Diamond-Tel handheld Model #'s

", ~,~.: ",; .,,' , .
.... . 18X. 20X, 22X & newest 25X complete with

IEC' ESN C,llp ~,Programs Model #'s 110, 120, cable, no phone disassembly required ...$500
180,J81 ,' $&00
~:~. ~ ,p:..~ .. <.'"

. IEC ESN Clip· Programs Model #'s 400 &
6.00,; $100

C:-C~!·.E~ L· .. L U L A
..:~.. ~~:.: ·'-i~r .~~. .

.t,auy',pi~e,ct. from the manufacturer
·~1oyears of quality equipment &service
.. "1',-". _ . ~.

-.IW..T:Vt: .. tV,., yu#al Utral~ VI' U~"U nul"" I~

.t equipment visit our Web site at:
p:II~.odulo.COm/corp/equiptek415·244­
38. ; .•
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Web page: http://www.mot.com:80/GSS/CSG/StarTAC/PR/pr960103_2.html
MOTOROLA IS NEW StarTAC(tm) WEARABLE CELLULAR TELEPHONE INCORPORATES NEW

Navigation Bar

For more information please contact:
David A. Pinsky
Motorola, Illc. 8 41
+1 847-523-8755

MOTOROLA'S NEW StarTACTM WEARABLE CELLULAR TELEPHONE INCORPORATES NEW
FRAUD-FIGHTJNG AUTHENTICATION TECHNOLOGY

- --
LIBERTYVIL~E, Ill. - January 3, 1996 - Motorola's StarTAC wearable cellular

telephone, ~he ~orld's smallest and lightest at a mere 3.1 ounces, incorporates
a variety oj exciting new features and an incredible new design. However, one
of the most important features of this new model is that it is authentication
ready. Auth~ntication is the process by which information is exchanged between
a cellular phone and the cellular network to confirm the identity of the
cellular phpne. The StarTAC phone's authentication-readiness helps to combat
the increasing problem of phone fraud.

liThe cellul"r industry has been faced with a sharp increase in the nUJllber of
phone fraud cases over the last few years,lI said Robert N. Weisshappel,
executive vice president and general manager of Motorola's Cellular Subscriber
Group. "Witp the industry standardization of this new technology, Motorola is
able to be the first to market cellular phones offering increased protection
from fraud. And we expect Motorola's multi-million dollar investment in
authentication will reduce the number of fraudulent claims cellular service
providers bce on a daily basis. II

Motorola's Cellular Subscriber Group incorporated authentication across its
product portfolio of personal, portable, transportable and mobile cellular
phones manufactured for its U.S. distribution channels. Anyone concerned about
potential c,llular phone fraud can buy authentication ready units today.
Consumers spould contact their local cellular service provider to determine the
availability of authentication, as the authentication feature only works in
authenticating networks. Motorola has been shipping authentication ready units
since August, 1995.

According tp the Cellular Telecommunications Industry Association (CTIA) , in
1994, the c,llular industry lost $482 million - $1.32 million daily - due to
fraud. That's up from $365 million the previous year.
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